Data Protection,
Confidentiality & IT Security

Policy and Procedures



This document aims to provide staff of The Butler Trust with a framework for the lawful,
secure and confidential processing of personal data in accordance with current legislation
including, but not restricted to, the Data Protection Act 1998, the Human Rights Act 1998 and
the General Data Protection Regulations (GDPR) 2018. The collection, use and sharing of
personal data is also governed by common law rules and a duty of care to the individuals
whose information is kept.

This document also covers protecting the Trust’s IT systems.



DATA PROTECTION AND CONFIDENTIALITY
1 Responsibilities

The Trust is the data controller under the Data Protection Act 1998 and therefore the
Trustees are ultimately responsible for compliance with the Act. The Governance Working
Group oversees this area on behalf of the Board of Trustees.

Operational procedures and responses to written requests from data subjects will be co-
ordinated by the Operations Manager in liaison with the Director. Staff will be consulted
when operational procedures are decided.

It is not the responsibility of the Operations Manager to apply the provisions of the Data
Protection Act across the organisation. This is the responsibility of the individual collectors,
keepers and users of personal data. Therefore staff are required to be aware of the
provisions of the Data Protection Act 1998 and their impact on the work they undertake on
behalf of the Trust. Staff also have a responsibility to treat other confidential data
appropriately, in line with the Trust’s procedures and any duty of confidence imposed.

2 Definitions

Data

Data means electronic and paper records, including emails. It also means any expression of
opinion about an individual, information held visually in photographs or video clips and
information held as sound recordings.

Personal data

Personal data means information about a living individual who can be identified from that
information and other information which is in, or likely to come into, the data controller's
possession. Personal data should always be treated as confidential. [See the addendum for

more details on personal data stored by the Trust]

Sensitive data (also called sensitive personal data)

In the definition in the Data Protection Act 1998, sensitive data includes information about:
racial or ethnic origin; political opinion; religion or belief; trade union membership; health;
sexuality; and criminal allegations/proceedings/convictions.

For the purposes of this document, any personal data relating to the following nine protected
characteristics as described in the Equality Act 2010 should also be treated as sensitive
personal data (some of these overlap with the categories in the Data Protection Act): age,
disability, gender reassignment, race, religion or belief, sex, sexual orientation, marriage or
civil partnership, pregnancy or maternity.

Security critical data

This is personal information which could, if it fell in to the wrong hands, put someone’s safety
at risk. In the case of the Butler Trust that includes home addresses of people working within
the justice system, past or present. Particular care should be taken with any such data.

Confidential

Confidential means of limited availability to others and referring to specific people, ideas or
documents. Confidential data includes personal data. It also includes any other data



provided in circumstances imposing a duty of confidence, for example when the data is
marked “Confidential” or when the recipient is informed that restrictions apply to holding,
using or sharing the data.

Processing

Processing means obtaining, recording or holding the data or carrying out any operation or
set of operations on data.

Data controller

A data controller is a person who determines the purposes for which, and the manner in
which, personal information is to be processed. This may be an individual or an organisation
and the processing may be carried out jointly or in common with other persons.

Data subject

The data subject is the living individual who is the subject of the personal information (data).
3 Principles of the Data Protection Act

Under the Data Protection Act, personal data must be

o fairly, lawfully and transparently processed — other than in exceptional circumstances that
means with the person’s informed consent

processed for one or more specified purposes and not for other purposes

adequate, relevant and not excessive in relation to the specified purpose/s

accurate and up to date

not kept for longer than is necessary for the specified purpose/s

processed in line with data subject’s rights

secure

not transferred to countries outside the European Economic Area without adequate
protection (this includes putting information on a website).

The GDPR includes the following rights for individuals:

¢ the right to be informed,;

o the right to access;

¢ the right to rectification;

¢ the right to erasure;

¢ the right to restrict processing;

¢ the right to data portability;

¢ the right to object; and

¢ the right not to be subject to automated decision-making including profiling.

4 Obtaining personal data

The Trust collects a variety of personal data including information about staff, Trustees,
donors, nominees, commendees and award winners. Staff should follow the guidance below
when obtaining personal data. The Operations Manager or Director can provide clarification
if this is needed.

If personal data is to be obtained, at least one of the circumstances outlined in the section
“Principles of the Data Protection Act” must apply.



Staff and others obtaining personal data should include appropriate data protection or
privacy statements to ensure the data subject is sufficiently aware of the situation and, in
particular, knows:

who is obtaining their data

for what purposes they are going to use it

to whom (in general) the data might be disclosed

how to exercise their rights (eg how to contact the Trust about their data).

Staff obtaining data should consider whether specific written consent may be required.
Written consent is usually required to hold or use sensitive data. This would apply, for
example, when taking photographs from which offenders could be identified.

Staff arranging filming or photography of an event should take appropriate steps to inform
those who will be present and to act in accordance with the wishes of anyone who does not
want to appear in a visual record. Similar steps should be taken when making sound
recordings.

If a third party is used to obtain data on behalf of the Trust, the staff member making the
arrangements should ensure that the above procedures are followed. The section
“Temporary staff and third parties” also applies.

Security critical data

o Because of the potential threats which could be posed by such data getting in to the
wrong hands — especially in the case of Northern Ireland Prison Staff — the Trust should
avoid collecting personal (home) addresses wherever possible, should hold such
information only with the permission of the person concerned, and should ensure such
information is kept only for so long as necessary, and is kept secure in the meantime.

5 Keeping data secure

Under the Data Protection Act, appropriate technical and organisational measures must be
taken against unauthorised or unlawful processing of personal data and against accidental
loss, destruction or damage.

Staff should be aware that personal or otherwise confidential data may be contained in
meeting papers, letters, notebooks, emails and written telephone messages; files or
documents created for data storage; and on devices such as mobile phones, laptops, and
tablets, which might be used in public places or whilst travelling. Staff and others processing
data on behalf of the Trust should keep confidential data secure, wherever it is located. This
should include the following measures.

Home addresses

e As noted in the previous section, the Trust should avoid collecting personal (home)
addresses wherever possible — however the Palace does require us to provide home
addresses of those attending the Award Ceremony.

e Home addresses should be held only with the permission of the person concerned, only
for so long as required, and should be kept securely (protected by two-factor
authentication if held electronically).

¢ Where home addresses have been included in a letter, any electronic copy kept of the
letter should have the address removed from it before it is stored.



¢ Home addresses collected in connection with the Award Ceremony should be stored
securely, and separately from the person’s name and job title, on separate Google
accounts, each protected by two-factor authentication — and should be auto-deleted from
the relevant form database (on the Butler Trust site) once saved.

¢ The names and addresses of Ceremony invitees should be brought together only when
required, viz: (i) to send them joining instructions and their Palace passes; and (ii) to
share with the Palace security team.

o Copies of names and addresses stored together, along with relevant mailmerge
documents, should be deleted (including from recycling bins) as soon as they are no
longer needed.

e The name and address data sent to the Palace should be password protected before
sending to them.

Nominations

¢ Completed nominations should be stored securely online — protected by two-factor
authentication.

¢ Panel copies of nominations — for use in the Awarding Process — should be stored online,
hidden from search and password protected.

¢ If Panel members request a PDF version of nominations — for use in the Awarding
Process — they should be zipped in a password protected folder before being emailed to
them. The Trust should destroy copies of any PDF nominations at the end of the Sifting
and final Judging processes, and ask Panel members to do likewise.

¢ All completed nominations, and online copies (for use by the Panel) should be removed
from our systems as soon as practicable, and immediately if a nominee requests us to do
so or asks to withdraw from the nominations process.

Data on PCs, laptops, mobile devices

o Work laptops and PCs should be password protected, and have adequate virus and
firewall protection.

o All passwords should be stored in a file which is itself password protected — and a copy of
that password should be kept, in hardcopy only, in a file stored in a locked cabinet.

Data on websites

¢ All websites administered by the Trust should be password protected.

¢ Any confidential information posted online (such as nomination forms posted on the Butler
Trust site for use by the awarding panel) should have additional password protection, be
hidden from search engines, and be deleted when no longer in use.

Hardcopy files

¢ Hardcopy files containing sensitive or security critical data should be kept in locked
cupboards when not in use — this includes: personnel and payroll files; completed gift aid
forms; and any home addresses kept in hardcopy only at the request of the data subject.



¢ Files containing personal data should be checked annually and out of date information /
information which is no longer required for the purposes for which it was collected, should
be securely destroyed.

Secure destruction of confidential data

When confidential data is no longer needed it should be removed or destroyed as follows:
e Confidential paperwork should be shredded.

o Personal data in electronic files should be permanently deleted (including from “recycle
bins”) as required (however, note that where someone has requested not to be contacted
by the Trust, sufficient information should be kept to enable their wishes to be actioned).

¢ Hard-drives on hardware that is no longer required should be destroyed/wiped
professionally.

Transferring or sharing data

Personal data sharing outside the office should take place only with the agreement of the
Director and after consideration as to whether it is appropriate / allowed to do so under these
policies and procedures, and how the data concerned might be kept secure.

6 Keeping data accurate and up to date

Staff and others processing personal data on behalf of the Trust should take all reasonable
steps to keep data accurate and up to date.

Electronic mailings should include information on how the recipient can update their data or
opt out from future mailings.

Records should be kept of requests from individuals to remove them from mailing lists, and
they should be excluded from mailings which apply.

Data should be kept as long as there is a legal requirement to keep the information or for the
time needed to carry out the purpose for which it was collected. After that time data should
be destroyed securely as detailed in the section “Keeping data secure: Secure destruction of
confidential data”.

8 Use of data in publicity material and on the website

The Trust uses videos, sound recordings, photographs, names and other information in its
publicity material and on its website. The Director should ensure that adequate consent has
been obtained to use personal data for these purposes.

[See also guidance on websites under “Keeping data secure”]

9 Temporary staff and Third parties

A staff member managing arrangements for a temporary member of staff or third party to
carry out work on behalf of the Trust should that they are aware of the Trust’s policies and
procedures in respect of data protection and confidentiality and of the requirement to comply

fully with them.

Temporary staff should not be given access to personal or otherwise confidential data unless
they are being asked to process it. If temporary staff are asked to process such data, the



staff member supervising the work should make it clear that the data is confidential and
should explain the restrictions which apply.

If data is transferred between the Trust and a third party, the staff member should follow the
steps relevant to this in the section “Keeping data secure”.

10 Trustees and volunteers
Trustees and volunteers have a responsibility to follow good data protection and
confidentiality practice with regard to data to which they have access in the course of their

work for the Trust.

If Trust staff provide confidential data to Trustees or volunteers, staff should make it clear
that the data is confidential and should explain what restrictions apply to its storage or use.

Trustees and volunteers processing confidential data should follow the measures in the
section “Keeping data secure”. When data is no longer needed for the specified purpose/s,
they should return the data safely to the Trust’s office or arrange for it to be securely
destroyed.

11 Data subjects’ rights

Obijection to processing

Under the Data Protection Act, the data controller has to respond within 21 days to a written
objection to processing a data subject’s personal data.

If a staff member receives an objection to processing, they should forward this to the
Operations Manager or Director as soon as possible.

The Operations Manager or Director will investigate the objection and take appropriate action
in accordance with the Act.

Preventing unwanted communication

If an individual makes a written request for the Trust to stop using their data to make contact
with them, the Trust must comply. Allowance can be made for data which has already been
processed for a forthcoming campaign, but Trust staff should comply fully with the request
within two months at the latest.

Staff should not delete the data subject’s details; they should exclude the data from direct
marketing by suppression. Suppression involves retaining just enough information about the
data subject to ensure that their preferences are respected in future.

Staff should also comply with the measures outlined in other sections of this document for
keeping data accurate and up to date across different data sets. This includes recording
requests to be excluded from non-essential mailings, communicating these to other staff and
applying the information when mailings are sent.

Subject access requests

Individuals have a right to access their personal data, commonly known as the right of
subject access. An individual who makes a written request and pays a fee is entitled to be:

¢ told whether any personal data is being processed;



e given a description of the personal data, the reasons it is being processed, and whether it
will be given to any other organisations or people;

e given a copy of the information comprising the data;

¢ given details of the source of the data (where this is available).

If a staff member receives a subject access request, they should forward this to the
Operations Manager as soon as possible.

The Operations Manager will co-ordinate the response to the request. The response will be
made as promptly as possible, and within one month from receipt of the request.

All staff should co-operate by providing the Operations Manager with copies of relevant data
which they hold on paper or electronically (including emails). A staff member managing a
third party processing data on behalf of the Trust should obtain relevant data from the third
party, if applicable.

The GDPR states that you can refuse or charge for requests that are manifestly unfounded
or excessive. The Director will decide whether a request should be refused or charged. If a
request is refused, you must tell the individual why and that they have the right to complain to
the supervisory authority and to judicial remedy. You must do this without undue delay and at
the latest, within one month.

The quarterly Director’s Report, presented to Trustees at each Trustees’ meeting, should include
a note of any subject access requests which the Trust receives.

Rights of staff, Trustees, volunteers and contractors

Staff, Trustees, volunteers and contractors are themselves data subjects in respect of the
information the Trust processes for the purposes of employment, making contact, managing
work and other arrangements. They have the same rights as other data subjects and can
expect the Trust to take the same care with their data.

12 Notification with the Information Commissioner’s Office

Every organisation which processes personal information must notify the Information
Commissioner’s Office (ICO), unless there is exemption. Exemption is given to registered
charities whose activities fall within areas specified by the ICO.

The Operations Manager will be responsible for checking that the Trust has exemption from
the requirement to notify, and will repeat the check whenever there is a change in activity. If
there is a requirement to notify, the Operations Manager will arrange the notification.



IT SYSTEM SECURITY

The previous sections of this policy relate to keeping people’s personal information
confidential and secure.

This section relates to keeping the Trust’'s own data and IT systems secure, including
ensuring that the Trust could recover its systems if they were to be compromised or rendered
inaccessible by a ransomware attack, virus or similar.

Key elements for keeping the Trust’s data and IT systems secure include ensuring that:

¢ laptops are password protected and protected by suitable firewall and malware software;
¢ our files on Sharepoint and MS365 are protected by two-factor authentication;

e websites are protected by firewalls and two-factor authentication;

¢ the software and plug-ins used on the Trust's websites are set to auto-update;

¢ the Trust’s Sharepoint and websites are regularly backed-up, remotely and offline.



REVIEWING THIS POLICY

13 Implementation review

Compliance with this policy should be reviewed annually — at the same time as the policy
itself is reviewed (as set out below).

14 Policy review

This policy will be reviewed annually or when there are changes to relevant legislation or the
activities of the Trust.

Michael Spurr Simon Shepherd
Chair Director

October 2025



